Fraud toolkit for advisors
If you suspect a financial fraud scam, contact us immediately to initiate our rapid response protocol:
· Complete the Client information template. It’s brief and asks for high-level details only.
· Email it to Client.Advocacy.Canada@sunlife.com. 
A Client Advocate will contact you quickly. We’ll gather the right team and engage law enforcement and regulators if needed. We’ll treat each situation with sensitivity to preserve the trust that you’ve built with Clients.
Modern scams work by exploiting human psychology and vulnerabilities in technology:
· They try to illicit responses based on panic, fear, curiosity, excitement, desperation, elation or love. This is often escalated by presenting urgent situations requiring immediate action.
· They target people by phone, text, email, messaging, social media, internet and mail.
The Canadian Anti-Fraud Centre (CAFC) encourages Canadians to change how they react to unsolicited offers or demands. You can encourage Clients to do a ‘gut check’, and if they’re concerned, to contact you for guidance.
The CAFC website has timely and accurate information to help you and Clients: 
· Scams affecting individuals
· Scams affecting businesses 
· Scams by medium – email, text, websites, social media, mail, phone, fax and in person
· What to do if you’re a victim    
· Protect yourself  
· Report fraud  
· Fraud features – learn about scams, trends, variations, success stories and more.  
You can also follow the CAFC on YouTube, X and Facebook.
Their 2025 report provides detailed descriptions and warning signs of the most common types of fraud. Some of the most common in the financial sector include:
· Relationship and romance scams
· Extortion scams including Canada Revenue Agency and tax scams.
· Recovery pitch scams that target people who’ve previously lost money.
· Investment scams including bitcoin, fixed income, Ponzi schemes and more.
· Foreign money offers which involve transferring money from one country to another.
· Bank investigator scams where someone impersonates a financial institution, law enforcement, Amazon or credit reporting agencies.





Empower Clients and encourage them to speak up
For now, financial fraud scams are a reality. But this is also an opportunity to engage with Clients and reinforce trust.
Embarrassment can hold people back from reporting a scam. If you decide to have a proactive conversation with Clients about fraud, it may be helpful to remind them that it can happen to anyone. 
	
If a Client is in immediate danger, they should call 911. If they’re concerned for their safety or the safety of others, they can call their local police department’s non-emergency line.




Tips for individuals
· Don't be afraid to say no
· Do your research
· Don't give out personal information
· Beware of upfront fees
· Protect your computer
· Be careful who you share images with
· Protect your online accounts
· Recognize spoofing
Tips for businesses
· Know who you're dealing with
· Don't give out information on unsolicited calls
· Limit your employees' authority
· Watch for anomalies

If Clients are interested in how to secure themselves online, Get Cyber Safe is another great resource. 

If you or a Client are suspicious, ask: 
· Is the call unsolicited? Was it expected or out of the blue?
· Is the matter urgent? Does it require immediate action?
· Are they threatening legal action?
· Are they asking you to confirm personal information such as your name, address or account details?
· Are the looking for a fast or instant response?
· Are they asking you for money?
· Is the caller avoiding using the actual name of the company or financial institution?
· Are they offering you a prize, free gift, refund or trial?
· Are they claiming to be the police or investigating something?
· Does the email have an odd email address?
· Is the formatting strange?
· Are you being asked to change your password despite not sending a request to do so?



